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Purpose

RCW 42.52, the state’s ethics law, governs the actions of state officers and employees in matters
pertaining to work-related actions and activities. The law allows agencies to adopt rules and
policies to protect against violations of the ethics law. HECB provides these policies to ensure
that its officers and employees recognize that they are entrusted with the operation of state
government by the citizens of the state and must perform their duties so there is no conflict of
interest or personal gain and that their actions or inactions do not adversely affect the operations
of state government.

Application of Policy
This policy applies to all HECB officers and employees. It also applies to members of its
committees when they are performing official duties.

Statement of Principles

Stewardship of state resources is a responsibility of all state officers and employees.
Accordingly, state officers and employees may not use state resources for personal benefit or
gain or for the benefit or gain of other individuals or outside organizations. Responsibility and’
accountability for the appropriate use of state resources rests with the state officer or employee
who uses or authorizes such use.

The law allows for infrequent personal use of state resources by officers and employees. HECB
recognizes this allowance and provides for such limited use in its policies. In addition, state
officers and employees have an affirmative duty to ensure that any personal use of state
resources is limited and efficient.

HECB officers and employees are to be familiar with the law, administrative codes, and HECB
policies in order to act in a manner consistent with the law, codes, and policies. The information
and policies included here reflect the law and codes as of the date the policy was adopted.
Compliance with the ethics law is an individual responsibility and maintaining a working
knowledge of the law, codes, and agency policies will help ensure proper and ethical actions by
officers and employees.



Guiding Principles

The actions and activities of a state officer or employee while on duty must not:
Violate federal, state, or local laws.

Undermine public trust in state government or the HECB.

Reflect negatively on state government or the HECB.

Interfere with the performance of the officer’s or employee’s official duties.
Disrupt or distract from the conduct of state business.

Obligate other state officers or employees to make personal use state resources.
Compromise the security or integrity of state property, information, or software.

State resources must not:
e Be used for personal benefit or gain, including a use solely for personal convenience or to
avoid personal expense. _
Be used to conduct an outside business or private employment.
Be used to support or oppose a political candidate or proposition.
Have a discernable cost to the state when used personally.
Place an administrative burden on the state when used personally.
If in doubt, limit your use to official business purposes only.

The acceptance of gifts must not:

Undermine public trust in state government or the HECB.

Reflect negatively on state government or the HECB.

Compromise the integrity of the state’s regulatory or purchasing processes.
Influence the vote, act, or judgment of a state officer or employee.

Be an award for activity or inactivity on the part of a state officer or employee.
Exceed the value limits placed on gifts.

Areas Covered By This Policy

The following sections of the ethics law deal with issues regularly faced by HECB officers and
employees and are addressed in this policy document. However, there are other sections of the
law that may be relevant in specific circumstances or instances encountered by HECB officers or
employees. Officers and employees are encouraged to consult with the law (RCW 42.52), the
administrative codes (WAC 292.110), their supervisor, the Associate Director of Human
Resources, the Associate Director of Accounting, Budget and Facilities, or the ethics board on
matters outside these specific sections.

Definitions (RCW 42.52.010)

Activities Incompatible with Public Duties (RCW 42.52.020)

Financial Interest in Transactions (RCW 42.52.030)

Honoraria (RCW 42.52.130)

Gifts and Limitations on Gifts (RCW 42.52.140 and 150)

Use of Persons, Money or Property (State Resources) for Private Gain (RCW 42.52.160)
Use of Public Resources for Political Campaigns (RCW 42.52.180)

Investments (RCW 42.52.190)
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e Communication from an Employee Organization or Charitable Organization (RCW
42.52.560)

Definitions

The following terms are used in this document. Most are taken from the list of definitions in
RCW 42.52.010.

Business Telephone Calls include all calls made by an officer or employee while performing
normal and authorized duties. In addition, calls made to inform key contacts of an officer’s or
employee’s travel status while on state business or of changes in the officer’s or employee’s
schedule due to work related issues are also considered business calls. Calls to key contacts
regarding travel status or schedule changes are to be infrequent and limited in duration.

Charitable Organization means any entity that solicits or collects contributions from the general
public where the contribution is purported to be used to support a charitable activity, but does
not include any commercial fund raiser or commercial fund raising entity. It includes, but is not
limited to, educational, recreational, social services, defense of the poor, benevolent, and health
related organizations. It does not include religious or political entities or activities.

De Minimus Usage means limited and infrequent use.
Distribute means to provide or disseminate information to a group of others.

 Employee Organization means any organization, union, or association in which employees
participate and that exists for the purpose of collective bargaining with employers or for the
purpose of opposing collective bargaining or certification of a union.

Employees Who Participate in Purchasing or Regulatory Duties - The HECB is a regulatory
agency. Employees who participate in purchasing or regulatory activities are held to a stricter
set of rules governing gifts. Participation is broadly defined, including approval, disapproval,
decision, recommendation, the rendering of advice, investigation, or otherwise. Examples of
purchasing activities include, but are not limited to, making recommendations, decisions, or
approving purchases from a vendor. Examples of regulatory activities include, but are not
limited to, review of institutions’ operating and capital budgets, degree authorization, program
approval, approval for Veteran’s Affairs programs, monitoring contractors for performance
and/or compliance with contract terms and reimbursement or distribution of financial aid funds
to institutions, employers and students.

Employees Who Do Not Participate in Purchasing or Regulatory Duties are all other
employees. :

Facilities include but are not limited to the use of stationery, postage machines, equipment, state
- employees during their working hours, vehicles, office space, publications, and lists of persons

served by the agency.

Gifts mean anything of economic value for which no consideration is given. Gifts do not
include:
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e Items from family members or friends where it is clear beyond a reasonable doubt that
the gift was not made as part of any design to gain or maintain influence in the agency of
which the recipient is an officer or employee;

¢ Items related to the outside business of the recipient that are customary and not related to
the recipient's performance of official duties; :

e Items exchanged among officials and employees or a social event hosted or sponsored by
a state officer or state employee for coworkers;

e Payments by a governmental or nongovernmental entity of reasonable expenses incurred
in connection with a speech, presentation, appearance, or trade mission made in an
official capacity;

¢ Items a state officer or state employee is authorized by law to accept;

¢ Payment of enrollment and course fees and reasonable travel expenses attributable to
attending seminars and educational programs sponsored by a bona fide governmental or
nonprofit professional, educational, trade, or charitable association or institution;

e Items returned by the recipient to the donor within thirty days of receipt or donated to a
charitable organization within thirty days of receipt;

Campaign contributions reported under chapter 42.17 RCW;
Discounts available to an individual as a member of an employee group, occupation, or
similar broad-based group; and

e Awards, prizes, scholarships, or other items provided in recognition of work
performance, academic, or scientific achievement.

Honoraria include money or any item of value offered to a state officer or state employee for a
speech, appearance, article, or similar item or activity in connection with the state officer’s or
state employee’s current official role.

Outside Employment means all outside employment regardless of hours worked, but does not
include volunteer (unpaid) work unless a conflict occurs.

Permissible Investments means any mutual fund, deposit account, certificate of deposit, or
money market fund maintained with a bank, broker, or other financial institution, a security
publicly traded in an organized market if the interest in the security at acquisition is ten thousand
dollars or less, or an interest in real estate, except if the real estate interest is in or with a party in
whom the agency holds an investment.

Person means any individual, partnership, association, corporation, firm, institution, or other
entity, whether or not operated for profit.

Reasonable Expenses are limited to travel, lodging, and subsistence expenses incurred the day
before through the day after the event.

Regulatory Agency means any state board, commission, department, or officer, except those in
the legislative or judicial branches, authorized by law to conduct adjudicative proceedings, issue

permits or licenses, or to control or affect interests of identified persons.

State Employee is an individual who is employed by an agency in any branch of state
government.
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State Officer is any person holding a position of public trust in or under an executive, legislative,
or judicial office of the state... (and include) chief executive officers of state agencies, members
of boards, commissions or committees with authority over one or more state agencies or
institutions, and employees of the state who are engaged in supervisory, policy-making or policy
enforcing work. For the purposes of this chapter, "state officer" also includes any person
exercising or undertaking to exercise the powers or functions of a state officer.

State Resources include all resources owned, leased, or in the employ of the state, including but
not limited to the facilities, state employees, computers, equipment, cell phones/blackberries,
vehicles, and consumable items. They also include state information, i.e. databases, lists,
spreadsheets, and other documents.

Policy Areas

Activities Incompatible with Public Duties

No state officer or employee may have an interest, financial or otherwise, direct or indirect, or
engage in a business, transaction or professional activity, or incur an obligation of any nature,
that is in conflict with the proper discharge of the state officer’s or employee’s official duties.

No additional HECB jmlicy statement.

Financial Interest in Transactions

No state officer or employee, except as allowed below, may be beneficially interested, directly or
indirectly, in a contract, sale, lease, purchase, or grant that may be made by, through, or is under
the supervision of the officer or employee in whole or in part or any compensation, gratuity, or
reward from any other person beneficially interested in the contract, sale, lease, purchase or
grant.

Exception — No state officer or employee may participate in a transaction involving the state in
his or her official capacity with a person of which the officer or employee is an officer, agency,
employee or member, or in which the officer or employee owns a beneficial interest, except that
an officer or employee of an institution of higher education or the Spokane intercollegiate
research and technology institute may serve as an officer, agent, employee, or member on a
board of directors, board of trustees, advisory board or committee, or review panel for any
nonprofit institute, foundation, or fundraising entity; and may serve as a member of an advisory
board, committee, or review panel for a government or other nonprofit entity.

No additional HECB policy statement.
Honoraria

No state officer or employee may receive honoraria unless specifically authorized by the agency
where they serve as state officer or employee.

A state agency may not authorize honoraria under the following circumstances:
a. The person offering the honorarium is seeking or is reasonably expected to seek
contractual relations with or a grant from the employer of the state officer or employee
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and the officer or employee is in a position to participate in the terms or the award of the
contract or grant.

b. The person offering the honorarium is regulated by the employer of the state officer or
employee and the officer or employee is in a position to participate in the regulation.

c. The person offering the honorarium is seeking or opposing or is reasonably likely to seek
or oppose enactment of legislation or adoption of administrative rules or.actions, or
policy changes by the employer of the officer or employee and the officer or employee
may participate in the enactment or adoption.

No additional HECB policy statement.

Gifts and Limitations of Gifts

No state officer or employee may receive, accept, take, seek, or solicit, directly or indirectly any
thing of economic value as a gift, gratuity, or favor from a person if it could be reasonably
expected that the gift, gratuity, or favor would influence the vote, action or judgment of the
officer or employee, or be considered as part of a reward for action or inaction.

No state officer or state employee may accept gifts, other than those specified in subsections (2)
and (5) of RCW 42.52.150, with an aggregate value in excess of fifty dollars from a single
source in a calendar year or a single gift from multiple sources with a value in excess of fifty
dollars. For purposes of this section, "single source" means any person, as defined in RCW
42.52.010, whether acting directly or through any agent or other intermediary, and "single gift"
includes any event, item, or group of items used in conjunction with each other or any trip
including transportation, lodging, and attendant costs, not excluded from the definition of gift
under RCW 42.52.010. The value of gifts given to an officer's or employee's family member or
guest shall be attributed to the official or employee for the purpose of determining whether the
limit has been exceeded, unless an independent business, family, or social relationship exists
between the donor and the family member or guest.

HECB Policy Statement - Gifts
Gifts all employees may accept are:

e Jtems a state officer or state employee is authorized by law to accept;

e Items from family members or friends where it is clear beyond a reasonable doubt that
the gift was not made as part of any design to gain or maintain influence in the agency of
which the recipient is an officer or employee;

e Items related to the outside business of the recipient that are customary and not related to
the recipient's performance of official duties;

¢ Items exchanged among officials -and employees or a social event hosted or sponsored by
a state officer or state employee for coworkers;

e Items returned by the recipient to the donor or donated to a charitable organization within
thirty days of receipt;

e Campaign contributions reported under chapter 42.17 RCW;

e Discounts available to an individual as a member of an employee group, occupation, or
similar broad-based group;

e Awards, prizes, scholarships, or other items prov1ded in recognition of academic or
scientific achievement;
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e Unsolicited advertising or promotional items of nominal value, such as pens and note
pads;

e Unsolicited tokens or awards of appreciation in the form of a plaque, trophy, desk item,
wall memento, or similar item;

e Unsolicited items received by a state officer or state employee for the purpose of
evaluation or review, if the officer or employee has no personal beneficial interest in the
eventual use or acquisition of the item by the officer's or employee's agency;

¢ Informational material, publications, or subscriptions related to the recipient's
performance of official duties;

e Food and beverages consumed at hosted receptlons where attendance is related to the
state officer's or state employee's official duties;

e Admission to, and the cost of food and beverages consumed at, events sponsored by or in
conjunction with a civic, charitable, governmental, or community organization; and

e Token beverages made available free of charge by an entity to its employees, customers
and/or visitors.

Gifts employees who participate in purchasmg or regulatory duties may accept are limited to
those listed above.

Gifts employees who do not participate in purchasing or regulatory duties may accept the
following items in addition to those listed above. _

e Payments of reasonable expenses incurred in connection with a speech, presentatlon
appearance, or trade mission made in an official capacity.

e Payment of enrollment and courses fees and reasonable expenses attributable to attending
seminars and education programs sponsored by a bona fide governmental or nonprofit
professional, educational, trade, or charitable association or institution.

e Unsolicited flowers, plants, and floral arrangements.

e Unsolicited gifts from dignitaries from another state or a foreign country that are
intended to be personal in nature.

¢ Food and/or beverage on infrequent occasions in the ordinary course of meals where
attendance by the officer or employee is related to the performance of official duties.

For all other gifts not specifically mentioned, employees who do not participate in purchasing or
regulatory duties may not accept one or more gifts exceeding $50 in value from a single source
or a single gift from multiple sources exceeding $50 in value in a calendar year. The value of
gifts given to an employee s family members is included in the employee’s $50 per calendar year
limit.

Use of State Resources

No state officer or employee may employ or use any person, money, or property under the
officer’s or employee’s official control or direction or in his or her official custody, for the
private benefit or gain of the officer, employee, or another. This section does not prohibit the
use of public resources to benefit others as part of a state officer’s or employee’s official duties.
The appropriate ethics boards may adopt rules providing exceptions to this section for the
occasional use of the state officer or employee of de minimus cost and value, if the activity does
not result in the interference with the proper performance of public duties.
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HECB policy statement — Use of State Resources

RCW 42.52 prohibits the personal use of state resources by employees unless allowed within the
de minimus rules established by the Executive Ethics Board. Violation of the law and its
associated rules may result in penalties to the employee.

Communication systems, including but not limited to phone systems, internet connections,
electronic mail, voice mail, cellular phones, and blackberries are state resources, and their use is
governed by the ethics law, applicable rules, and these policies. Many of these systems create a
record of their use and their content. These records are reproducibie, not private, and subject to
public disclosure and may be used for audit, legal, and/or management purposes. In addition,
these systems are not completely secure, and the transmission of important and, at times,
confidential information may be misdirected or received by parties other than those intended by
the originator.

Computer systems, including but not limited to internet connections and electronic mail, are
subject to frequent attempts to spread disabling, tracking, or other disruptive programs. By
reasonable limitations on these resources, HECB intends to reduce its exposure to such risks.

The followmg guidelines are provided to assist staff and supervisors in understanding this
policy:
¢ Ifin doubt, limit your use to official business purposes.
¢ Use state resources only in a manner you could discuss openly with your supervisor,
other employees, and ethics staff.
Never use state resources in a way that would embarrass the state or the HECB.
¢ Seek clarification from your supervisor, the Associate Director of Human Resources, or
the Associate Director of Accounting, Budget and Facilities before using resources in a
personal manner.

To meet these challenges, HECB established the following policy governing the use of state
resources.

Permitted Uses — General. The use of state resources that are reasonably related to the conduct
- of official state duties is permitted. HECB considers the use of HECB computers to access state

job postings and to develop and transmit resumes or applications for state jobs as official state
business.

Permitted Uses — SCAN System. State officers and employees may make business telephone
calls (see definitions) on the SCAN system.

Permitted Uses - Under HECB Authorization. The HECB’s executive director may authorize
a specific use of state resources that promotes organizational effectiveness, enhances job-related
skills, or supports the health, safety and well-being of state officers or employees. Such approval
must be requested in writing and will be granted on a case-by-case basis.

In addition, by signing this policy, the executive director specifically authorizes the use of state
resources for the following office related functions:

e Combined Fund Drive and other social and public service events.
o Interagency Committee of State Employed Women (ICSEW) sponsored events.
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U.S. Savings Bonds drive.

Employee recognition events.

Employee gatherings (birthdays, holidays, lunches, receptions, etc.).

Employee benefit information sharing, such as Health Care Open Enrollment.
Carpooling and other commute trip reduction activities.

HECB sponsored teams. »

Distribution of information regarding emergency situations.

Distribution of information regarding severe adverse weather or travel conditions.
Announce employee news.

Permitted Use — Personal Use Under Limited Circumstances. A state officer or employee
may make occasional but limited use of state resources only if each of the following conditions
is met: :

e There is little or no cost to the state;

e The use would not undermine public confidence in state government;

e The use would not embarrass the HECB or the state;

e Any use is brief in duration, occurs infrequently, and is the most effective use of time or

resources;

e The use does not interfere with the performance of the officer's or employee's official
duties; ,

e The use does not disrupt or distract from the conduct of state business due to volume or
frequency;

¢ The use does not disrupt other state employees and does not obligate them to make a
personal use of state resources; and

e The use does not compromise the security or integrity of state property, information, or
software. Determination of whether personal use compromises the security or integrity
of state information or software is made solely by the executive director, upon
consultation with management and/or information services staff.

Permitted Use — Personal Use of Computers, Electronic Mail, and Internet. A state officer
or employee may use state computers and other equipment to access computer networks or other
data bases, including the Internet and electronic mail, provided such use conforms to ethical
standards regarding permitted use, and the use is not otherwise prohibited.

Each employee is responsible for the content of any communication sent through their account.
Employees should remember electronic messages are vulnerable to interception and may be
forwarded to others, may be printed in a location where persons other than the intended recipient
may view them, or may be directed to the wrong recipient. In addition, electronic messages
cannot be protected from unauthorized access caused by a user who fails to maintain password
security or who leaves a device logged into the system while unattended. Employees shall take
precautions to prevent unauthorized use of their account by logging out of the system before
leaving the office and by periodically changing passwords and not disclosing them to others.

Permitted Use — Personal Use of Cell Phones, Blackberries, and Pagers. Advisory opinion
05-01 (September 9, 2005) states that in the light of advances in cell phone technology and in
keeping with the analysis provided in 96-04, the Ethics Board has concluded that a state official
or employee may make personal use of a state-owned cell phone (and by extension blackberries
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and pagers) without violating RCW 42.52.160 so long as the usage fits into the de minimis
category, is not used for private business enterprise or political purposes, and is not prohibited by
agency policy.

HECB officers and employees who have been assigned a cell phone, blackberry, and/or pager
may make infrequent and limited personal use of this technology.

Prohibited Use. The state Constitution, state and federal laws, and the Ethics in Public Service
Act strictly prohibit certain private activity and uses of state resources. This rule explicitly '
prohibits at all times the following private uses of state resources.

Any use for the purpose of conducting an outside business or private employment.

Any use for the purpose of supporting, promoting the interests of, or soliciting for an
outside organization or group, including but not limited to, private businesses, nonprofit
organizations, or political party. The HECB is authorized by law to support its advisory
committees. Examples of outside organizations HECB is not authorized to support
include, but are not limited to educational, community based, religious, and civic groups.
Employee break rooms and lunchrooms are provided for employees’ private use.
Information about and items for sale from charitable organizations, schools, and clubs
may be made available only in these locations. Notices of items for sale by employees
may be posted only in these locations.

Any use related to conduct that is prohibited by a federal or state law or rule, or a state
agency policy. Conduct prohibited by federal or state law or rules includes, but is not
limited to participation in or promotion of an illegal activity; discrimination on the basis
of race, creed, color gender, religion, sensory, mental or physical disability or sexual
orientation; sexual harassment or sexual misconduct; transmitting obscene material; and
copyright infringement.

Any use of any state property that has been removed from state facilities or other official
duty stations, even if there is no cost to the state. For the purpose of this policy only,
official duty station includes the location where the employee’s work is performed on a
permanent basis (917 and 919 Lakeridge Way at this writing), a location (other than
home) from which an employee has been authorized to telecommute, and any location
where an employee is on official state business or is in travel status, such as meetings at
other state facilities or non-state facilities, or in lodging facilities when on state business.
Employees may not make personal use of any state property they take home, even if there
is no cost to the state.

Reimbursement System. HECB does not have nor is it seekmg an approved relmbursement
‘system. Therefore, an officer or employee may not:

Use of State Resources for Political Campaigns

Use a HECB copier or printer for personal purposes and reimburse HECB for the costs of
the copies. -

Establish a system to reimburse the state for private or personal use/of/state resources.

No state officer or employee may use or authorize the use of state resources to assistin a
campaign to elect a person to an office or to promote or oppos/a ballot proposition. Knowing
acquiescence by a person with authority to direct, contro}/or influence the actions of the state
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officer or employee using state resources in violation of this section constitutes a violation of this
section.

HECB policy statement — Use of State Resources for Political Purposes

Prohibited uses. The state Constitution, state and federal laws, and the Ethics in Public Service
Act strictly prohibit certain private activity and uses of state resources. This rule explicitly
prohibits at all times the following private uses of state resources.

e Any use for the purpose of assisting a campaign for election of a person to an office or
for the promotion of or opposition to a ballot proposition. Such a use of state resources is
specifically prohibited by RCW 42.52.180, subject to the exceptions in RCW
42.52.180(2);

v" This rule does not prohibit employees from participating in the political process
during non-working hours. Additional rules define employees’ working hours for
this purpose. Please consult WAC 292-110-020 or your supervisor if you have any
questions regarding personal participation in the political process.

e Any use for the purpose of participating in or assisting in an effort to lobby the state
legislature, or a state agency head. Such use of state resources is specifically prohibited
by RCW 42.17.190, subject to the exceptions in RCW 42.17.190(3); '

v' This does not prevent HECB officers and employees from communicating with a
member of the legislature at the request of that member; or communicating with the
legislature, through the proper official channels, regarding requests for legislative
action or appropriations necessary to conduct state business or made in the proper
performance of their official duties. HECB may expend public funds to provide
information to or communicate with any elected official or officer or employee of any
agency on matters pertaining to official HECB business or to advocate HECB’s
official position or interests to any elected official or officer or employee of any
agency.

Investments v

Except for permissible investments, no state officer or state employee of any agency responsible
for the investment of funds, who acts in a decision-making, advisory, or policy-influencing
capacity with respect to investments, may have a direct or indirect interest in any property,
security, equity, or debt instrument of a person, without prior written approval of the agency.

Agencies responsible for the investment of funds shall adopt policies governing approval of
investments and establishing criteria to be considered in the approval process. Criteria shall

- include the relationship between the proposed investment and investments held or under

~ consideration by the state, the size and timing of the proposed investment, access by the state -
officer or state employee to nonpublic information relative to the proposed investment, and the
availability of the investment in the public market. Agencies responsible for the investment of
funds also shall adopt policies consistent with this chapter governing use by their officers and
employees of financial information acquired by virtue of their state positions. A violation of such
policies adopted to implement this subsection shall constitute a violation of this chapter.

No additional HECB policy statement.
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Communications from an Employee Organization or Charitable Organization

A state employee may distribute communications from an employee organization or charitable
organization to another employee if the communications do not support or oppose a ballot
proposition or candidate for federal, state or local public office. However, the use of state
resources to compose, edit, copy or for any purpose other than distributing information is
prohibited. Methods of distributing include but are not limited to electronic mail, facsimile,
hand-to-hand exchange, placing information on desks or workstations, and posting on designated
and approved bulletin boards.

HECB Policy — Communications from a Charitable Organization

The HECB recognizes that there are hundreds of charitable organizations in Washmgton State
and many state officers and employees are associated with these organizations. Given that large
number of organizations and the potential for disrupting the workplace by allowing state officers
and employees to distribute material about and from these organizations is extremely high,
HECB limits the distribution of material from charitable organizations to displaying such
material in designated employee lunch rooms or their equivalent.

Violation of this Policy

The HECB has the ability to review any available records, including but not limited to telephone
bills, facsimile transmission records, computer usage records, and mail and shipping bills to
ensure compliance with this policy. Employees determined to be in violation of this policy may
be subject to disciplinary action up to and including dismissal. In addition, employees may be
subject to penalties imposed by the Executive Ethics Board including payment of damages
sustained by the state, costs of an investigation, and/or a fine of up to $5,000 for each violation.

Responsibilities of the Executive Director
= Authorizes occasional but limited personal use if it meets the requirements listed above.
=  Approve or deny requests for cell phones, blackberries, and/or pagers.
» Determines whether an occasional but limited personal use compromises the security or
integrity of state information or software.
» Takes appropriate disciplinary action if this policy is violated.

Responsibilities of the Director of Operations
= Maintains and updates this policy as needed.
= Advises the Executive Management Team of substantive changes in state law and
regulations.
»  Periodically reviews SCAN, cell phone, blackberry, and/or pager bills and communicates
with supervisors if questionable or unusual usage is detected.

Responsibilities of Human Resources
= Reviews this policy with all newly hired employees.
= Verifies all employees have been provided with this policy and any future revisions of
this policy.
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Provide technical advice to supervisors and employees as requested.

Responsibilities of the Supervisor

Advises employees about this policy and whether specific uses of state assets are
prohibited.

Takes appropriate action if a violation is observed or suspected. Supervisors are
encouraged to consult with the Associate Director of Human Resources and/or the
Director of Operations.

Informs the Executive Director and the Associate Director of Human Resources of any
violations of this policy.

Periodically reviews SCAN, cell phone, blackberry, and/or pager bills.

Discusses questionable cell phone, blackberry, and/or pager usage with the employee.

Responsibility of Accounting Personnel

Distribute SCAN and other telecommunications bills to the appropriate staff and the
summary reports to supervisors.

Collect and review all SCAN related bills to ensure that they have been certified by
employees.

Respons1b111t1es of Employees

Keep SCAN access codes confidential.

Review SCAN, cell phone, blackberry, and/or pager bills monthly and certify the usage
by initialing the bill and returning it to accounting.

Notify supervisor and accounting if there are questions about the SCAN or other
telecommunications bills.

Read and understand this policy.

Refer to and follow this policy. When in doubt, consult with your supervisor.

Approved by:

SIGNATURE ON FILE 1/17/2007

Executive Director ' Date
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